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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
Type FRR FRR FRR FRR FRR FRR FRR FRR FRR FRR FRR
Commit ID 36a7e78 5dff4ec 7a377al 85f25d8 33e56da 056¢0cd 23db048 c0038fc 13a8efb 9931db7 79188bf
Commit Date 2017-11-08 2018-01-09 2018-03-12 2018-07-05 2019-05-09 2019-05-13 2019-06-18 2020-02-14 2021-02-27 2021-07-21 2022-03-13
ANVL- ANVL, setup verification
BGPPLUS-1.1 — -
ANVL, Setup Verification
MUST DUT Listens on TCP port 179 for BGP4 Connection
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- ANVL, setup verification
BGPPLUS-1.2 —
ANVL, Setup Verification
MUST Est abl i sh BGP4 connection to the DUT and transit to Established state
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested

10.3: pass 10.3: pass 10.3: pass 10.3: pass

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Thi s docunent assunes that any BGP speaker
supports nul ti protocol

(i ncluding the one that

capabilities defined in this docunent) has to

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- ANVL, setup verification
BGPPLUS-1.3 — -
ANVL, Setup Verification
MUST Rout er adds routes contained in the newy received Update Message to
its routing table
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu 16.04:
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass U rEE i
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
ANVL- RFC4760, Sect. 1: Introduction, p 1,
BGPPLUS-2.1 Overview
MUST Requi renent of |Pv4 address for Miltiprotocol Extensions

have an | Pv4 address (which will be used, anobng other things, in the
AGGREGATOR attribute).
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4760, Sect. 3, p 2,

BGPPLUS-3.1 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)

MUST Purpose of MP_REACH NLRI attribute _

This is an optional non-transitive attribute that can be used for the
foll owi ng purposes:

(a) to advertise a feasible route to a peer

(b) to pernmit a router to advertise the Network Layer address of

the router that should be used as the next hop to the

destinations listed in the Network Layer Reachability

Information field of the MP_ REACH NLRI attribute.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4760, Sect. 3, p 3,

BGPPLUS-3.2 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
Reserved

MUST

Pur pose of MP_REACH NLRI attribute

A 1 octet field that MJST be set to 0, and SHOULD be ignored
upon receipt.

Note: Here we check that the Reserved field is set to 0

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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An UPDATE nessage that carries the MP_REACH NLRI

must

al so carry the

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4760, Sect. 3, p 3,
BGPPLUS-3.3 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
Reserved
10 Pur pose of MP_REACH NLRI attribute
A 1 octet field that MIST be set to 0, and SHOULD be ignored
upon receipt.
Note: Here we check that DUT ignores the non-zero reserved field
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4760, Sect. 3, p 4,
BGPPLUS-3.4 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
MUST Pur pose of MP_REACH NLRI attribute

ORIG@ N and the AS PATH attributes (for EBGP)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD
12.2: pass

FreeBSD
12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4760, Sect. 3, p 4,

BGPPLUS-3.5 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)

MUST Pur pose of MP_REACH NLRI attribute
An UPDATE nessage that carries the MP_REACH NLRI nust also carry the
ORIG@ N and the AS PATH attributes (for |1BGP)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4760, Sect. 3, p 4,
BGPPLUS-3.6 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)

MUST Pur pose of MP_REACH NLRI attribute
Moreover, in | BGP exchanges such a nessage nust al so carry the
LOCAL_PREF attri bute.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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to carry any other path attributes.

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-3.7 RFC 4760, Sect. 3, p 4,
Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
SlaleltLD Pur pose of MP_REACH NLRI attribute
An UPDATE nmessage that carries no NLRI, other than the one encoded in
the MP_REACH NLRI attribute, SHOULD NOT carry the NEXT_HOP attribute.
If such a nessage contains the NEXT_HOP attribute, the BGP speaker
that receives the message SHOULD ignore this attribute.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FI'EEBSD FI'EEBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
ANVL- RFC 4760, Sect. 4, p 5,
BGPPLUS-4.1 Multiprotocol Unreachable NLRI - MP_UNREACH_NLRI (Type Code 15):
MUST Pur pose of MP_UNREACH NLRI attribute
An UPDATE nessage that contains the MP_UNREACH NLRI is not required

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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the BGP routes received fromthat nei ghbor whose AFI/ SAFI
MP_REACH NLRI or

delete all
is the sane as the one carried in the incorrect
MP_UNREACH NLRI attribute.

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL- NEGATIVE
BGPPLUS-5.1 RFC 4760, Sect. 7, p 8,

Error Handling
LT Error Handling

If a BGP speaker receives froma nei ghbor an Update nmessage that

contains the MP_REACH NLRI or MP_UNREACH NLRI attribute, and the

speaker determ nes that the attribute is incorrect, the speaker mnust

(Note: ANVL sends two updates, the second update containing
MP_REACH NLRI attribute with incorrect length of nlri set to 129
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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the BGP routes received fromthat nei ghbor whose AFI/ SAFI
MP_REACH NLRI or

del ete all
is the sane as the one carried in the incorrect
MP_UNREACH NLRI attribute.

(Note: ANVL sends two updates, the second update containing
MP_UNREACH NLRI attribute with SAFlI set to Unicast even when the
route is Milticast)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL- NEGATIVE
BGPPLUS-5.2 RFC 4760, Sect. 7, p 8,

Error Handling
LT Error Handling

If a BGP speaker receives froma nei ghbor an Update nmessage that

contains the MP_REACH NLRI or MP_UNREACH NLRI attribute, and the

speaker determ nes that the attribute is incorrect, the speaker mnust

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-5.3 RFC 4760, Sect. 7, p 8,
Error Handling
MAY Error Handling
In addition, the speaker nmay term nate the BGP session over which the
Updat e nessage was received.
(Note: Here, the UPDATE sent by ANVL contains incorrect
NLRI | ength 129
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass | 12.2: pass
ANVL- NEGATIVE
BGPPLUS-5.4 RFC 4760, Sect. 7, p 8,
Error Handling
A\ Error Handling
In addition, the speaker nmay term nate the BGP session over which the
Updat e nessage was received.
(Note: Here, the UPDATE sent by ANVL contains incorrect
MP_UNREACH NLRI whi ch causes DUT to close the BGP4 connection with
t he sendi ng peer)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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@FRROUTING

RFC Compliance Test Report

BGPPLUS Results

www.OpenSourceRouting.org

OpenSourceRouting %

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-5.5 RFC 4760, Sect. 7, p 8,
Error Handling
RFC 4271, Sect. 6.3, p 34,
SAOULDI UPDATE message error handling
Error Handling
The session should be terminated with the Notification nessage
code/ subcode indicating "Update Message Error"/"Optional Attribute
Error".
The NLRI field in the UPDATE nessage is checked for syntactic valid-
ity. If the field is syntactically incorrect, then the Error Subcode
MJUST be set to Invalid Network Field.
(Note: Here we are checking this behavior using incorrect
MP_REACH NLRI attribute in the BGP4 UPDATE Message sent by ANVL)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass

Test Report created at 2022-03-22 13:42:51 UTC
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RFC Compliance Test Report

www.OpenSourceRouting.org

@ i
@FRROUTING BGPPLUS Results OpenSourceRouting <y,
Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-5.6 RFC 4760, Sect. 7, p 8,
Error Handling
SHOULD RFC 4271, Sect. 6.3, p 34,

UPDATE message error handling

Error Handling

Error".

MJST be set to Invalid Network Field.

The session should be terminated with the Notification nessage
code/ subcode indicating "Update Message Error"/"Opti onal

(Note: Here we are checking this behavior using incorrect
MP_UNREACH NLRI attribute in the BGP4 UPDATE Message sent by ANVL)

Attribute

The NLRI field in the UPDATE nessage i s checked for syntactic valid-
ity. If the field is syntactically incorrect, then the Error Subcode

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:

untested

FreeBSD 12.2:

untested

FreeBSD 10.3:

untested

FreeBSD 12.2:

untested

FreeBSD 10.3:

untested

FreeBSD 12.2:

untested

FreeBSD 10.3:

untested

untested

untested

FreeBSD 12.0:

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

FreeBSD 12.0:

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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www.OpenSourceRouting.org

RFC Compliance Test Report

@FRROUTING  BGPPLUS Results OpenSourceRouting

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4760, Sect. 8, p 8,

BGPPLUS-6.1 | Use of BGP Capability Advertisement

SHOULD BGP4 Capability Advertisenent )

A BGP speaker that uses Miltiprotocol Extensions should use the
Capabil ity Advertisenent procedures [BGP-CAP] to determn ne whet her
t he speaker could use Miultiprotocol Extensions with a particular

peer.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4760, Sect. 8, p 9,
BGPPLUS-6.2 Use of BGP Capability Advertisement

MUST BGP4 Capability Advertisenent
A speaker that supports nultiple AFl, SAFI> tuples includes them as
nmul tiple Capabilities in the Capabilities Optional Paraneter.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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www.OpenSourceRouting.org

RFC Compliance Test Report

@FRROUTING  BGPPLUS Results OpenSourceRouting

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4760, Sect. 8, p 9,

BGPPLUS-6.3 | Use of BGP Capability Advertisement

MUST BGP4 Capability Advertisenent _ _ _

To have a bi-directional exchange of routing information for a
particul ar AFl, SAFlI> between a pair of BGP speakers, each such
speaker nust advertise to the other (via the Capability Advertisenent
mechani sn) the capability to support that particular AFl, SAFI>

routes.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- NEGATIVE

BGPPLUS-7.1 RFC 4760, Sect. 9, p 9,
IANA Considerations

ST | ANA Consi der ati ons

SAFI value 0 and 255 are reserved.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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f F R RO U TI N G RFC Compliance Test Report D S R .
@ enSourceRoutin
B G P P L U S Res u |tS a projecptby the Network Device Education Foundation, Inc (www.NetDEF,(gg) "
Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 2, p 2, IPv6 Address Scopes
BGPPLUS-8.1
| Pv6 Address Scopes
MUST As this document makes no assunption on the characteristics of a
particular routing real mwhere BGP-4 is used, it nakes no distinction
bet ween gl obal and site-local addresses and refers to both as
"global" or "non-link-1ocal".
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- NEGATIVE
BGPPLUS-9.1 RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
SHOULD Next Hop field
The val ue of the Length of Next Hop Network Address field on a
MP_REACH NLRI attribute shall be set to 16, when only a gl obal
address is present, or 32 if a link-local address is also included
in the Next Hop field.
(Note: In this test we send only a link-local address even when we
set the length of NEXT_HOP field to 16)

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

untested

FreeBSD 12.0:

FreeBSD 12.0:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:

untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:

FreeBSD 10.3:
untested

untested

FreeBSD 10.3:

untested

FreeBSD 12.2:

untested

FreeBSD 10.3:

untested

FreeBSD 12.2:

untested

FreeBSD 10.3:

untested

untested

untested

FreeBSD 12.0:

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

FreeBSD 12.0:

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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RFC Compliance Test Report

BGPPLUS Results

www.OpenSourceRouting.org

OpenSourceRouting %

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Release
7.1

Release
7.0.1

Release
6.0.3

Release
5.0.1

Release
4.0

Release
3.0.3

Release
2.0.2

Release
7.3

Release
7.5

Release
8.0

Release
8.2.2

ANVL-
BGPPLUS-9.2

MUST

RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
RFC 2545, Sect. 3, p 3, Constructing the Next Hop field

Next Hop field

The val ue of the Length of Next Hop Network Address field on a
MP_REACH NLRI attribute shall be set to 16, when only a gl obal
address is present, or 32 if a link-local address is also included
in the Next Hop field. In all other cases a BGP speaker shall
advertise to its peer in the Network Address field only the gl obal
| Pv6 address of the next hop (the value of the Length of Network
Address of Next Hop field shall be set to 16).

(Note: Here we test that DUT correctly sets the NEXT_HOP field of
MP_REACH NLRI attribute when length is set to 16)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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RFC Compliance Test Report

@FRROUTING  BGPPLUS Results OpenSourceRouting

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 2, p 2, IPv6 Address Scopes

BGPPLUS-9.3 RFC 2545, Sect. 3, p 2, Constructing the Next Hop field

SHOULD Next Hop field ) _ )

A BGP speaker shall advertise to its peer in the Network Address of
Next Hop field the global |1Pv6 address of the next hop, potentially
followed by the Iink-local |IPv6 address of the next hop.

The value of the Length of Next Hop Network Address field on a
MP_REACH NLRI attribute shall be set to 16, when only a gl obal
address is present, or 32 if a link-local address is also included
in the Next Hop field.

The |ink-1ocal address shall be included in the Next Hop field if
and only if the BGP speaker shares a common subnet with the entity
identified by the global 1 Pv6 address carried in the Network Address
of Next Hop field and the peer the route is being advertised to.
(Note: Here, we verify that the DUT correctly sends the |ink-Iocal
address along with the non-link-1ocal address in its UPDATE Message.
This test uses FI RST PARTY NEXT_HOP)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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O OpenSourceRoutin
¢!FRROUTING  BGPPLUS Results OpensourceRouting
Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-9.4 RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
SHOULD Next Hop field

The link-1ocal address shall be included in the Next Hop field if and
only if the BGP speaker shares a common subnet with the entity
identified by the global I Pv6 address carried in the Network Address
of Next Hop field and the peer the route is being advertised to.
(Note: Here, we test that the DUT does not accept a UPDATE sent by
ANVL containing an off-net non-link-local |Pv6 Address foll ow ng by

a link-local 1Pv6 Address of sending interface.

This test verifies FIRST PARTY NEXT_HOP)

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD
untested untested untested untested untested untested untested untested untested 12.2: pass
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OpenSourceRouting %

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Net work Address field only the global |Pv6 address of the next hop...
As a consequence, a BCP speaker that advertises a route to an

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
BGPPLUS-9.5 RFC 2545, Sect. 3, p 3, Constructing the Next Hop field
MAY Next Hop field
The link-1ocal address shall be included in the Next Hop field ...
In all other cases a BGP speaker shall advertise to its peer in the

internal peer may nodify the Network Address of Next Hop field by
renoving the link-local |Pv6 address of the next hop.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport

BGPPLUS-10.1

Transport |ayer independance

MUST TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over I1Pv4 or IPv6. Wiile BGP-4 itself is

i ndependent of the particular transport used it derives inplicit

configuration information fromthe address used to establish the

peering session. This information (the network address of a peer)

is taken in account in the route dissem nation procedure.

I Pv6/ I Pv6 AFl and Uni cast SAFI

(Note: This test is to verify that DUT correctly specifies the NLRI

and NEXT_HOP field types in MP_REACH NLRI attribute as IPv6 inits

BGP4 Update Message over TCP/1Pv6 through AFI/SAFI > conbi nation)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested

12.2: pass 12.2: pass
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taken i n account
This test

(Not e:

route adverti senent
over TCP/ | Pv4)

in the route dissemni nation procedure.
is to verify that DUT correctly specifies its |IPv6
capabilities in BGP4 Open Message when runing

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport
BGPPLUS-10.2
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over IPv4 or IPv6. Wiile BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer) is

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD
12.2: pass

FreeBSD
12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport
BGPPLUS-10.3
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over I1Pv4 or IPv6. Wiile BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration informati on fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.
(Note: This test is to verify that DUT correctly specifies the NLRI
and NEXT_HOP field types in MP_REACH NLRI attribute as IPv6 in its
BGP4 Update Message over TCP/ I Pv4 through AFI/SAFI > conbi nation)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport
BGPPLUS-10.4
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can

be established either over
of the particular transport
configuration information fromthe address used to establish the

This informati on (the network address of a peer)
in the route dissem nation procedure.

i ndependent

peering session.

is taken in account

(Not e:

This test

route adverti senent

| Pv4 or

used it

I Pv6. While BGP-4 itself is
derives inplicit

is to verify that DUT correctly specifies its |Pv4
capabilities in BGP4 Open Message when
runi ng over TCP/ | Pv6)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport
BGPPLUS-10.5
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over I1Pv4 or IPv6. Wiile BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration informati on fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.
(Note: This test is to verify that DUT correctly specifies the NLRI
and NEXT_HOP field types in MP_REACH NLRI attribute as IPv4d in its
BGP4 Update Message over TCP/1Pv6 through AFI/SAFI > conbi nation)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport
BGPPLUS-10.6
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can be

establ i shed either
i ndependent

peering session.

is taken in account

(Not e:

This test

route adverti senent

over

| Pv4 or
of the particular transport
configuration information fromthe address used to establish the
This informati on (the network address of a peer)
in the route dissem nation procedure.
is to verify that DUT correctly specifies its |Pv4
capabilities in BGP4 Open Message when
runi ng over TCP/ | Pv4)

used it

I Pv6. While BGP-4 itself is
derives inplicit

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport
BGPPLUS-10.7
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can be
established either over IPv4d or IPv6. Wiile BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration informati on fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.
(Note: This test is to verify that DUT correctly specifies the NLRI
and NEXT_HOP field types in MP_REACH NLRI attribute as IPv4d in its
BGP4 Update Message over TCP/ I Pv4 through AFI/SAFI > conbi nation)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 2545, Sect. 4, p 3 Transport
BGPPLUS-10.8 -
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can be
established either over IPv4 or IPv6. Wiile BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration information from the address used to establish the
peering session. This information (the network address of a peer) is
taken in account in the route dissem nation procedure.
(Note: This test is to verify that DUT correctly specifies the NLRI
and Next Hop when sending an update to a peer over TCP-V4> received
froma different peer over TCP-V6>)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- RFC 4271, Sect. 4, p 10,

BGPPLUS-11.1

MUST

Message Formats

Message Formats
The maxi num nessage

size is 4096 octets.
required to support this maxi mum nmessage si ze.

All

i npl erent ati ons are

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-12.1 | RFC 4271, Sect. 4.2, p 12,
OPEN Message Format

10 OPEN Message For mat
Upon recei pt of an OPEN nessage, a BGP speaker MUST cal cul ate
the value of the Hold Timer by using the smaller of its
configured Hold Tinme and the Hold Tinme received in the OPEN
nessage.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 4.2, p 12,

BGPPLUS-12.2 | OPEN Message Format

MUST OPEN Message For mat
The Hold Tinme MJUST be either zero or at |east three seconds.
(Note: Here we test the Hold Tine value with O or 3 seconds)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release
8.2.2

Release
8.0

Release
7.5

Release Release Release
7.0.1 7.1 7.3

Release
6.0.3

Release
5.0.1

Release
4.0

Release
3.0.3

Release
2.0.2

NEGATIVE

RFC 4271, Sect. 4.2, p 12,
OPEN Message Format

RFC 4271, Sect. 6.2, p 31,
OPEN message error handling

ANVL-
BGPPLUS-12.3

MUST

OPEN Message For mat
The Hold Tinme MJUST be either zero or at |east three seconds.

If the Hold Tine field of the OPEN nessage i s unacceptable, then the

Error Subcode MUST be set to Unacceptable Hold Tinme. An
i mpl enentati on MUST reject Hold Tine val ues of one or two seconds.

(Note: Here we test the Hold Tine value with 1 second and 2 seconds)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD
12.2: pass

FreeBSD
12.2: pass
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Release
2.0.2

Release
3.0.3

Release
4.0

Release
5.0.1

Release
6.0.3

Release
7.0.1

Release
7.1

Release
7.3

Release
7.5

Release
8.0

Release
8.2.2

ANVL-
BGPPLUS-12.4

MUST

NEGATIVE

RFC 4271, Sect. 4.2, p 13,
OPEN Message Format

OPEN Message For mat

The cal cul ated val ue for

Hol d Tinme indicates the nmaxi num nunber

seconds that may el apse between the recei pt of successive

KEEPALI VE, and/ or

UPDATE nessages by the sender.

of

(Note: Here, we test that the DUT sends a NOTI FI CATI ON nessage
due to not receiving successive UPDATE/ KEEPALI VE nessages within
Hol d Ti ne Peri od)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-12.5 | RFC 4271, Sect. 4.2, p 13,
OPEN Message Format
10 OPEN Message For mat
The cal cul ated value for Hold Tinme indicates the maxi num nunber of
seconds that may el apse between the recei pt of successive KEEPALI VE,
and/ or UPDATE messages by the sender.
(Note: Here, we test that the DUT sends a NOTI FI CATI ON nessage
due to not receiving successive KEEPALI VE nessages w thin
Hol d Ti ne Peri od)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 4.3, p 14,

BGPPLUS-13.1

MAY

UPDATE Message Format

UPDATE Message For mat

An UPDATE nmessage MAY simul taneously advertise a feasible route and
wit hdraw nul tiple unfeasible routes from service.

FreeBSD

FreeBSD

FreeBSD

FreeBSD

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 16,

BGPPLUS-13.2 | UPDATE Message Format

MUST UPDATE Message For mat
For well-known attributes, the Transitive bit must be set to 1.
(Note: Here we test with the path attribute type ORIAN)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS-13.3 | UPDATE Message Format

MUST UPDATE Message For nat
For well-known attributes, the Transitive bit nust be set to 1.
(Note: Here we test with the path attribute type AS _PATH)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 16,

BGPPLUS-13.4 | UPDATE Message Format

MUST UPDATE Message For mat
For well-known attributes, the Transitive bit must be set to 1.
(Note: Here we test with the path attribute type LOCAL_PREF)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS-13.5 | UPDATE Message Format

MUST UPDATE Message For nat
For well-known attributes, the Transitive bit nust be set to 1.
(Note: Here we test with the path attribute type ATOM C_AGGREGATE)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 16,

BGPPLUS-13.6 | UPDATE Message Format

MUST UPDATE Message For mat _ o )

For wel |l -known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.

(Note: Here we test with the path attribute type ORIAN)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS-13.7 | UPDATE Message Format

MUST UPDATE Message For mat . o )

For wel|l-known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.

(Note: Here we test with the path attribute type AS PATH)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 16,

BGPPLUS-13.8 | UPDATE Message Format

MUST UPDATE Message For mat _ o )

For wel |l -known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.

(Note: Here we test with the path attribute type MP_REACH NLRI)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS-13.9 | UPDATE Message Format

MUST UPDATE Message For mat . o )

For wel|l-known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.

(Note: Here we test with the path attribute type LOCAL_PREF)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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the Partial bit MJST be set to O.

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS- UPDATE Message Format
13.10
UPDATE Message For mat
MUST For wel |l -known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.
(Note: Here we test with the path attribute type ATOM C_AGGREGATE)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS- UPDATE Message Format
13.11
UPDATE Message For mat
MUST For wel|l-known attributes and for optional non-transitive attributes

(Note: Here we test with the path attribute type MIULTI _EXI T_DI SC)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS- UPDATE Message Format
13.12
UPDATE Message For mat
MUST The | ower-order four bits of the Attribute Flags octet are
unused. They MUST be zero when sent and MJST be ignored when
recei ved.
(Note: Here we test that DUT sends UPDATE nessage with | ower-order
four bits of the ORIA@ N Attribute Flags octets set to 0)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 4.3, p 16,
BGPPLUS- UPDATE Message Format
13.13
UPDATE Message For mat
MUST The | ower-order four bits of the Attribute Flags octet are
unused. They MJUST be zero when sent and MJST be ignored when
recei ved.
(Note: Here we test that DUT ignores |ower-order four bits of
the ORIGA N Attribute Flag after receiving an UPDATE Message)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 17,
BGPPLUS- UPDATE Message Format
13.14
UPDATE Message For mat
MUST ORIGA N is a well-known mandatory attribute that defines
the origin of the path informati on. The data octet can
assune the foll owi ng val ue:
2 | NCOWPLETE - Network Layer Reachability Information |earned
by sone other neans.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 4.3, p 18,
BGPPLUS- UPDATE Message Format
13.15
UPDATE Message For mat
MUST ATOM C_AGGREGATE is a wel |l -known discretionary attribute
of length O.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FFEEBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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MUST

BGPPLUS-14.1

KEEPALIVE Message Format
RFC 4271, Sect. 4.2, p 13,
OPEN Message Format

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 4.3, p 18,
BGPPLUS- UPDATE Message Format
13.16
UPDATE Message For mat
MUST AGGREGATOR is an optional transitive attribute of length 6.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 4.4, p 21,

KeepAl i ve Message For nat

KEEPALI VE nessages MJST NOT be sent

second.

The Hold Tinme MUST be either

zero or at

nore frequently than one per

| east three seconds.

FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
i untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass RISl
Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04:
unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD 12.0: FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested i untested untested untested
12.0: pass | 12.0: pass HIREC 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD
untested untested untested untested untested untested untested untested untested unpredict
12.2: pass
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Release
2.0.2

Release
3.0.3

Release
4.0

Release
5.0.1

Release
6.0.3

Release
7.0.1

Release
7.1

Release
7.3

Release
7.5

Release
8.0

Release
8.2.2

ANVL-
BGPPLUS-15.1

RFC 4271, Sect. 5, p 23,

Path Attributes

Path Attributes

BGPPLUS-15.2

MUST

Path Attributes

MUST . . . .
BGP i npl ement ati ons MJST recogni ze all well-known attributes
(Note : This test checks for External Peer)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 5, p 23,

Path Attributes

BGP i npl emrent ati ons MJST recogni ze all

wel | -known attributes

(Note : This test checks for Internal Peer)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5, p 23,
BGPPLUS-15.3 | Path Attributes
MUST Path Attributes
Sone of the well-known attributes are nandatory and nust be included
in every UPDATE nessage that contains NLRI.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- NEGATIVE

BGPPLUS-15.4 | RFC 4271, Sect. 5, p 23,
Path Attributes

ST Path Attributes

Sone of the well-known attributes are nandatory and nust be included
in every UPDATE nessage that contains NLRI.
This test checks for EBGP

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu

16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: FAIL | 16.04: FAIL | 16.04: FAIL

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: FAIL 12.2: FAIL
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-15.5 | RFC 4271, Sect. 5, p 23,
Path Attributes
LSS Path Attributes
Sone of the well-known attributes are nmandatory and nust be included
in every UPDATE nessage that contains NLRI.
This test checks for |BGP
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: FAIL | 16.04: FAIL | 16.04: FAIL
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested 12.2: FAIL 12.2: FAIL
ANVL- RFC 4271, Sect. 5, p 23,

BGPPLUS-15.6 | Path Attributes

MUST Path Attributes _ _

Once a BGP peer has updated any well-known attributes, it MJST pass
these attributes in any updates it transmits to its peers.

(Note: This test verifies AS PATH as wel |l -known attribute)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5, p 23,
BGPPLUS-15.7 | Path Attributes
Path Attributes
SlaloCIS) Paths with unrecogni zed transitive optional attributes SHOULD be
accept ed.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 5, p 23,
BGPPLUS-15.8 | Path Attributes

Path Attributes
SHOULD If a path with unrecogni zed transitive optional attribute is accepted
and passed along to other BGP peers, then the unrecognized transitive
optional attribute of that path MJUST be passed along with the path to
ot her BGP peers

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5, p 23,

BGPPLUS-15.9 | Path Attributes

Path Attributes
SlaloCIS) If a path with unrecogni zed transitive optional attribute is accepted
and passed along to other BGP peers, then the unrecognized transitive
optional attribute of that path MJUST be passed along with the path to
other BGP peers with the Partial bit in the Attribute Flags octet set

to 1.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 5, p 23,
BGPPLUS- Path Attributes
15.10

Path Attributes
Unrecogni zed non-transitive optional attributes nust be quietly

MUST i gnor ed
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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originator or by any other AS (BGP Speaker)

(Not e:

transitive optional

attribute AGGREGATOR)

in the path.

This test checks the case when originator attaches the

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5, p 24,
BGPPLUS- Path Attributes
15.11 .
Path Attributes
MUST Unrecogni zed non-transitive optional attributes nust not be passed
along to other BGP peers.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 5, p 23,
BGPPLUS- Path Attributes
15.12 -
Path Attributes
MAY New transitive optional attributes may be attached to the path by the

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS- RFC 4271, Sect. 5, p 23,
15.13 Path Attributes
MAY Path Attributes
If newtransitive optional attributes are not attached by the
originator, the Partial bit in the Attribute Flags octet is set to 1.
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

ANVL- NEGATIVE
BGPPLUS- RFC 4271, Sect. 5, p 23,
15.14 Path Attributes

Path Attributes

The sender of an UPDATE nessage shoul d order path attributes within
the UPDATE nmessage i n ascending order of attribute type.

The receiver of an UPDATE nessage MUST be prepared to handl e path
attributes within the UPDATE nessage that are out of order.

MUST

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:

FreeBSD 12.0:

FreeBSD 12.0:

untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS- RFC 4271, Sect. 5, p 23,
15.15 Path Attributes

Path Attributes

MUST The same attribute (attribute with the sane type) can not appear
nore than once within the path Attributes field of a particular
UPDATE nessage.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 5.1.2, p 24,

BGPPLUS-16.1 | AS_PATH

MUST AS_PATH _ _

When a gi ven BGP speaker advertises the route to an internal peer, the
advertising speaker SHALL not nodify the AS PATH attri bute associ ated
with the route.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.2, p 24-25,
BGPPLUS-16.2 | AS_PATH
MUST AS PATH
When a given BGP speaker advertises the route to an external
peer, then the advertising speaker updates the AS_PATH attribute
as foll ows
If the first path segnent of the AS_PATH is of type AS _SEQUENCE, the
| ocal systemshall prepend its own AS nunber as the |ast el enent of
t he sequence.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FFEEBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 5.1.2, p 25,
BGPPLUS-16.3 | AS_PATH
AS_PATH

MUST

If the first path segnent of the AS_PATH of the route to be Updated

is of type AS_SET,
of type AS_SEQUENCE to the AS_PATH,

t hat segnent.

t he | ocal

system shal |

prepend a new path segnent
including its own AS nunber in

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.2, p 25,

BGPPLUS-16.4 | AS_PATH

MUST AS_PATH o o

When a BGP speaker originates a route then the originating speaker
shall include an enpty AS PATH attribute in all UPDATE nessages sent
to internal peers.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 5.1.2, p 25,

BGPPLUS-16.5 | AS_PATH

MUST AS_PATH
When a BGP speaker originates a route then the originating speaker
shall include its own AS nunmber in a path segment of type

AS SEQUENCE in the AS PATH attribute of all UPDATE nessages sent to
an external peer.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.3, p 25-26,
BGPPLUS-17.1 | NEXT_HOP
MAY NEXT_HOP _ _
When sending a nessage to an external peer X, and the peer is one |IP

hop away from the speaker:
t he BGP speaker can use for the NEXT_HOP attribute an interface

address of the internal
whi ch the announced network is reachable for the speaker,
that peer X shares a comon subnet with this address.

peer

router (or the internal

router) through
provi ded

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: FAIL | 16.04: FAIL | 16.04: FAIL | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.3, p 26,
BGPPLUS-17.2 | NEXT_HOP
NEXT _HOP
SlaloCIS) - Oherwise, if the route being announced was | earned from an
external peer, the speaker can use in the NEXT_HOP attribute an

| P address of any adjacent router (known fromthe received

NEXT_HOP attribute) that the speaker itself uses for |ocal
route cal cul ation,
with this address.
NEXT_HOP attri bute.

provi ded that peer X shares a conmon subnet
This is a second formof "third party"

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-17.3 | RFC 4271, Sect5.1.3, p 27,
NEXT_HOP
WIS NEXT_HOP

A route originated by a BGP speaker SHALL NOT be advertised to a peer
using an address of that peer as NEXT_HOP.

(Note : Here we test that DUT does not accept an Update Message
advertising a route with next hop set to an interface

address of DUT which is in the sane subnet as the peer sending

t he Updat e)

FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu

16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested ) untested untested untested
12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass | 12.2:pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-17.4 | RFC 4271, Sect5.1.3, p 27,
NEXT_HOP
MAY
NEXT_HOP
A route originated by a BGP speaker SHALL NOT be advertised to a peer
using an address of that peer as NEXT_HOP.
(Note : Here we test that DUT does not accept an Update Message
advertising a route with next hop set to an interface
address of DUT which is not in the same subnet as the peer
sendi ng the Updat e)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FI'EEBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 5.1.4, p 27,

BGPPLUS-18.1

SHOULD

MULTI_EXIT_DISC

MULTI
Al

_EXIT_DISC
ot her factors being equal,
metric SHOULD be preferred.

the exit or entry points with | ower

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release
2.0.2

Release
3.0.3

Release
4.0

Release
5.0.1

Release
6.0.3

Release
7.0.1

Release
7.1

Release
7.3

Release
7.5

Release
8.0

Release
8.2.2

ANVL-
BGPPLUS-18.2

RFC 4271, Sect. 5.1.4, p 28,
MULTI_EXIT_DISC

MULTI _EXI T_DI SC

BGPPLUS-18.3

MUST

MULTI_EXIT_DISC

MAY ! .
If received over EBGP, the MUTI _EXIT_DI SC attri bute MAY be propagated
over IBGP to other BGP speakers within the sane AS
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 5.1.4, p 27,

MULTI _EXI T_DI SC
The MULTI _EXIT_DI SC attribute received from a nei ghboring AS
nei ghbori ng ASs.

MUST NOT be propagated to other

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.4, p 27-28,

BGPPLUS-18.4 | MULTI_EXIT_DISC

MUST MULTI _EXI T_DI SC _ _ _

A BGP speaker MJST | MPLEMENT a nechani sm based on | ocal configuration
which allows the MIULTI _EXIT DI SC attribute to be renpved froma
route. If a BGP speaker is configured to renpbve the MIUTI _EXIT_DI SC
attribute froma route, then this renoval MJUST be done prior to
determ ning the degree of preference of the route and performng
route sel ection

(Note : In this test, we test if DUT renmoves MED on configuration
and treats the update as having | owest MED)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04:

unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested 12.0: pass 12.0: pass 12.0: pass 12.0: FAIL untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
ntested ntested ntested ntested ntested ntested ntested ntested ntested
‘ ’ ‘ ‘ ‘ ’ ’ ’ ‘ 12.2: FAIL | 12.2: FAIL
ANVL- RFC 4271, Sect. 5.1.4, p 28,
BGPPLUS-18.5 | MULTI_EXIT_DISC
MAY MULTI _EXI T_DI SC
An inpl enentation MAY al so (based on | ocal configuration) alter the
value of the MULTI _EXIT DI SC attri bute received over an external |ink.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested

10.3: pass | 10.3:pass | 10.3: pass 10.3: pass

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FI'EEBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.5, p 28,

BGPPLUS-19.1 | LOCAL_PREF

MUST LOCAL_PREF . . .
LOCAL_PREF is a well-known attribute that SHALL be included in all
UPDATE nessages that a given BGP speaker sends to the other internal

peers.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 5.1.5, p 28,
BGPPLUS-19.2 | LOCAL_PREF

MUST LOCAL_PREF

A BGP speaker SHALL cal cul ate the degree of preference for

each external route based on the locally configured policy, and
include the degree of preference when advertising a route to its
i nternal peers.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.5, p 28,
BGPPLUS-19.3 | LOCAL_PREF
MUST LOCAL_PREF
The hi gher degree of preference MJUST be preferred.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested

10.3: pass | 10.3:pass | 10.3: pass 10.3: pass

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 5.1.5, p 28,
BGPPLUS-19.4 | LOCAL_PREF

MUST LOCAL_PREF
A BGP speaker MJST NOT include the LOCAL_PREF attribute in UPDATE
nmessages that it sends to external peers.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 5.1.5, p 28,

BGPPLUS-19.5 | LOCAL_PREF

MUST LOCAL_PREF
If the LOCAL_PREF attribute in an UPDATE nmessage is received froman
external peer, then this attribute MJUST be ignored by the receiving

speaker.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 5.1.6, p 29
BGPPLUS-20.1 | ATOMIC_AGGREGATE

SHOULD ATOM C_AGGREGATE . .

A BGP speaker that receives a route with the ATOM C_AGGREGATE
attribute SHOULD NOT renpove the attribute fromthe route when
propagating it to other speakers.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-21.1 | RFC 4271, Sect. 4.5, p 20,
NOTIFICATION message format

LT BGP Error Handling
The BGP4 Connection is closed imediately after sending a NOTI FlI CATI ON
nessage.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE

BGPPLUS-21.2 | RFC 4271, Sect. 6, p 29,
BGP Error Handling

el BGP Error Handling

If no Error Subcode is specified in an Error message, then a zero
nust be used.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 6, p 31,

BGPPLUS-21.3 | BGP Error Handling

MUST BGP Error Handling
The phrase "the BGP4 Connection is closed" neans that the transport
protocol connection has been cl osed.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 6, p 29,
BGPPLUS-21.4 | BGP Error Handling

MUST BGP Error Handling ) ) _ )

When "the BGP4 Connection is closed" then before the invalid routes
are deleted fromthe system advertises to its peers either withdraws
for the routes marked as invalid, or the new best routes before the
invalid routes are deleted fromthe system

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-21.5 | RFC 4271, Sect. 6, p 29,
BGP Error Handling

LT BGP Error Handling
Unl ess specified explicitly, the Data field of the NOTIFI CATI ON
nessage that is sent to indicate an error is enpty.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE

BGPPLUS-22.1 | RFC 4271, Sect. 6.1, p 30,
Message Header error handling

el Message Header Error Handling

If the Marker field of the message header is not the expected one,
then a synchronization error has occurred and the Error Subcode is
set to Connection Not Synchronized.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-22.2 | RFC 4271, Sect. 6.1, p 30,
Message Header error handling

MUST Message Header Error Handling
If the Length field of an OPEN nmessage is |less than the mini mum
| ength of the OPEN nessage, then the Error Subcode is set to Bad
Message Length. The Data field contains the erroneous Length field.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE

BGPPLUS-22.3 | RFC 4271, Sect. 6.1, p 30,
Message Header error handling

UESTT Message Header Error Handling

If the Length field of an UPDATE nessage is |ess than the m ni nrum
I ength of the UPDATE nessage, then the Error Subcode is set to Bad
Message Length. The Data field contains the erroneous Length field.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-22.4 | RFC 4271, Sect. 6.1, p 30,
Message Header error handling

MUST Message Header Error Handling
If the Length field of a KEEPALIVE nessage is not equal to 19 then
the Error Subcode is set to Bad Message Length. The Data field
contains the erroneous Length field.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE

BGPPLUS-22.5 | RFC 4271, Sect. 6.1, p 30,
Message Header error handling

UESTT Message Header Error Handling

If the Type field of the nessage header is not recognized, then the
Error Subcode is set to Bad Message Type. The Data field contains
the erroneous Type field.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-23.1 | RFC 4271, Sect. 6.2, p 31,
OPEN message error handling

LT Open Message Error Handling
If the Autonomous System field of the OPEN nessage i s unacceptabl e,
then the Error Subcode is set to Bad Peer AS.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE

BGPPLUS-23.3 | RFC 4271, Sect. 6.2, p 32,
OPEN message error handling

el Open Message Error Handling

If the BGP ldentifier field of the OPEN nessage is syntactically
incorrect, then the Error Subcode is set to Bad BGP ldentifier.
Syntactic correctness nmeans that the BGP Identifier field represents
a valid I P host address.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-23.4 | RFC 4271, Sect. 6.2, p 32,
OPEN message error handling
IS Open Message Error Handling
If one of the Optional Paraneters in the OPEN nessage is not
recogni zed, then the Error Subcode MJUST be set to Unsupported
Opti onal Paraneters.
FreeBSD FreeBSD FTGEBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FTEEBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE
BGPPLUS-25.1 | RFC 4271, Sect. 6.4, p 33,
NOTIFICATION message error handling
SHOULD Notificati on Message Error Handling
If a peer sends a NOTI FI CATI ON nmessage, and there is an error in that
message, such as an unrecogni zed Error Code or Error Subcode, it
shoul d be noticed, |ogged locally, and brought to the attention of the
adm ni stration of the peer.
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 6.7, p 34,
BGPPLUS-26.1 | Cease
MAY Error Code Cease
In absence of any fatal errors (that are indicated in this section),
a BGP peer may choose at any given tine to close its BGP4 Connection
by sendi ng the NOTI FI CATI ON nessage with Error Code Cease.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE
BGPPLUS-26.2 | RFC 4271, Sect. 6.7, p 34,
Cease
Sy Error Code Cease
The Cease NOTI FI CATI ON nessage must not be used when a fatal error
indicated by this section does exist.
(Note : This test checks the case when the error is in nessage Header)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-26.3

RFC 4271, Sect. 6.7, p 34, Cease

Error Code Cease

MUST
S The Cease NOTI FI CATI ON nessage nmust not be used when a fatal error
indicated by this section does exist.
(Note : This test checks the case when the error is in OPEN nessage)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
ANVL- NEGATIVE

BGPPLUS-26.4

MUST

Cease

RFC 4271, Sect. 6.7, p 34,

FreeBSD 12.0:
untested

Error Code Cease
The Cease NOTI FI CATI ON nessage must not be used when a fatal
indicated by this section does exist.
(This test checks the case when the error is in UPDATE Message fi el ds)

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

error

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 6.8, p 35,

BGPPLUS-27.1 | Connection collision detection

MUST Connection Collision D_et ecti on ) _

In case when a connection collision is detected, if the value of the
local BGP Identifier is less than the renbte one, the local system

cl oses BGP4 Connection that already exists (the one that is already in
the OpenConfirm state), and accepts BGP4 Connection initiated by the
renote system

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 6.8, p 35,
BGPPLUS-27.2 | Connection collision detection

MUST Connection Collision Detection . .

In case when a connection collision is detected, if the value of the
local BGP ldentifier is greater than the renpte one, the |ocal system
cl oses newy created BGP4 Connection, and continues to use the existing
one (the one that is already in the OpenConfirmstate).

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 6.8, p 35,

BGPPLUS-27.3 | Connection collision detection

Connection Collision Detection
MUST ; ; . . . .
Unl ess all owed via configuration, a connection collision with an
exi sting BGP4 Connection that is in Established state causes cl osing
of the newly created connection.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 6.8, p 35,
BGPPLUS-27.4 | Connection collision detection

MUST Connection Collisi on Det ect! on . '
Not e that a connection collision cannot be detected with connections
that are in Idle, or Connect, or Active states.

(Note: This test is for Connect state)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 6.8, p 35,

BGPPLUS-27.5 | Connection collision detection

MUST Connection Collisi on Det ect! on _ )
Not e that a connection collision cannot be detected with connections
that are in Ildle, or Connect, or Active states.

(This test is for Active State)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 6.8, p 35,
BGPPLUS-27.6 | Connection collision detection

MUST Oonngcti on Col l'i sion Det gcti on o '

Cl osing the BGP4 Connection (that results fromthe collision resolution
procedure) is acconplished by sending the NOTIFI CATI ON nmessage with

the Error Code Cease.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu 15.04: Ubuntu 1(_3.04: Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu l(_3.04: Ubuntu 15.04:
Vgl Ugreieliet 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass Ugrreielict Ugirsielis.
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-28.1

MUST

RFC 4271, Sect. 6.2, p 30,

OPEN message error handling

RFC 4271, Sect. 7, p 35,
BGP Version Negotiation

BGP Versi on Negoti ation
contained in the Version field of the received

If the version nunber
OPEN nessage is not supported then Data field contains a 2-octet

unsi gned integer, which indicates the |argest

| ocally supported

versi on nunber |ess than the version the renote BGP peer bid.
If an open attenpt fails with an Error Code OPEN Message Error,

an Error Subcode Unsupported Version Nunber,
do support one or nore conmon Versions,

determi ne the highest

commmon ver si on.

rapidly

and
then if the two peers
then they will

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 8.2.2, p 52,

BGPPLUS-29.1 | BGP Finite State machine

MUST BGP Finite State Machine
At Idle state in response to the Manual Start event the |local system
initiates a TCP connection to other BGP peer.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 8.2.2, p 52,
BGPPLUS-29.2 | BGP Finite State machine

MUST BGP Finite State Machine
At idle state in response to the Manual Start event the |ocal system
starts the ConnectRetry tiner with initial val ue.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 8.2.2, p 52,

BGPPLUS-29.3 | BGP Finite State machine

MUST BGP Finite State Machine
At idle state in response to the Manual Start event the |ocal system
listens for a connection that may be initiated by the renote BGP peer

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 8.2.2, p 54,
BGPPLUS-29.4 | BGP Finite State machine

MUST BGP Finite State Machine
In response to the Connect RetryTi mer _Expires event, the |ocal system
- restarts the ConnectRetryTi ner

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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BGPPLUS-29.5

BGP Finite State machine

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 8.2.2, p 58,

BGP Finite State Machi ne

BGPPLUS-29.6

MUST

BGP Finite State machine

MAY : . b . . .
While in Active state in response to the ConnectRetry tinmer expired
event
- continues to listen for TCP connection that may be initiated by
renote BGP peer
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 8.2.2, p 62,

BGP Finite State Machi ne

Start event is ignored in the OpenSent state.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-29.7 | RFC 4271, Sect. 8.2.2, p 63,
BGP Finite State machine
LT BGP Finite State Machine
In state OpenSent if the Hold Tiner expires, the |local system sends
NOTI FI CATI ON nessage with Error Code Hold Tinmer Expired.
FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: FAIL 10.3: pass 10.3: pass unpredict untested untested untested untested untested untested untested
Ubuntu Ubuntu 16.04: Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass CIE 16.04: FAIL | 16.04: FAIL | 16.04: FAIL | 16.04: FAIL | 16.04: FAIL | 16.04: FAIL | 16.04: FAIL | 16.04: FAIL | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested 12.0: pass unpredict unpredict 12.0: pass untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) :
12.2: pass 12.2: FAIL
ANVL- RFC 4271, Sect. 8.2.2, p 63,

BGPPLUS-29.8 | BGP Finite State machine

MUST BCGP Finite State Machi ne . ' ' .

In OpenSent state if a TcpConnectionFails event is received,
the |l ocal system

- closes the BGP4 Connection

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 8.2.2, p 63,

BGPPLUS-29.9 | BGP Finite State machine

MAY BGP Finite State Machine _ ) ) _

In OpenSent state if a TcpConnectionFails event (Event18) is received,
the | ocal system

- continues to listen for a connection that may be initiated by the
renote BGP peer

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 8.2.2, p 64,
BGPPLUS- BGP Finite State machine
29.10

BGP Finite State Machine

At OpenSent state if there are no errors in the OPEN nmessage, the
| ocal system

- sends a KEEPAL| VE nessage, and

- sets a KeepaliveTiner

MUST

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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t he operator,
- sends the NOTI FI CATI ON nessage with Cease

t he | ocal

system

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 8.2.2, p 66,
BGPPLUS- BGP Finite State machine
29.11 . .
BGP Finite Stat e Ma_chl ne _ )
MUST Any start event is ignored in the OpenConfirmstate.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 8.2.2, p 66,
BGPPLUS- BGP Finite State machine
29.12 o .
BGP Finite State Machi ne
MUST In OpenConfirmstate in response to a Manual Stop event initiated by

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
ntested ntested ntested ntested i ntested ntested ntested
uieste ues unes ues Uiz el 12.0: pass | 12.0:pass | 12.0: pass unes ues aneste
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 8.2.2, p 66,
BGPPLUS- BGP Finite State machine
29.13 . .
BGP Finite State Machi ne
MUST In OpenConfirmstate in response to a Manual Stop event initiated by
t he operator, the |ocal system
- changes its state to Idle.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 8.2.2, p 70,
BGPPLUS- BGP Finite State machine
29.14 . .
BGP Finite State Machi ne
MUST Any start event is ignored in the Established state.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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In the Established state,
KEEPALI VE nessage,

it

Hold Tinme value is non-zero.

if the local
restarts its Hold Tiner,

system recei ves an UPDATE or
if the negotiated

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 8.2.2,p 71,
BGPPLUS- BGP Finite State machine
29.15 . .
BGP Finite State Machi ne
MUST In the Established state, if the KeepaliveTi ner _Expires event occurs
the | ocal system
- sends a KEEPALI VE nessage, and
- restarts its KeepaliveTimer unless the negotiated Hol dTi ne val ue
is zero.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE
BGPPLUS- RFC 4271, Sect. 8.2.2,p 73,
29.16 BGP Finite State machine
MUST BGP Finite State Machi ne

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-30.1 | RFC 4271, Sect. 9, p 74,
UPDATE Message Handling

MAY Updat e Message Handl i ng
An UPDATE nmessage nmy be received only in the Established state.
(Note : This test checks by sendi ng Update Message
imedi ately after TCP connection is establised)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- NEGATIVE

BGPPLUS-30.2 | RFC 4271, Sect. 9, p 74,
UPDATE Message Handling

MAY Updat e Message Handl i ng

An UPDATE nessage nay be received only in the Established state.
(This test checks by sending Update Message in QpenConfirm state)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

Test Report created at 2022-03-22 13:42:51 UTC Page 79 of 123



@FRROUTING

RFC Compliance Test Report

BGPPLUS Results

a project by the Network Device Education Foundation, Inc (w

www.OpenSourceRouting.org

OpenSourceRouting

ww.NetDEF.org)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS-31.1 | RFC 4271, Sect. 9.1.2, p 77
Phase 2: Route Selection
SIRIOLILD Phase 2: Route Selection
If the AS PATH attribute of a BGP route contains an AS | oop, the BGP
route should be excluded fromthe Phase 2 decision function.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 9.1.2,p 78

BGPPLUS-31.2

MUST

Phase 2: Route Selection

Phase 2: Route Sel ection

Notice that even though BGP routes do not have to be installed in the
Routing Table with the i medi ate next hop(s), inplenentations MJST
take care that before any packets are forwarded al ong a BGP route,
its associated NEXT_HOP address is resolved to the i nediate
(directly connected) next-hop address and this address (or nultiple
addresses) is finally used for actual packet forwarding.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.1.2,p 77

BGPPLUS-31.3 | Phase 2: Route Selection

MUST Phase 2: Route Sel ection _ _ )

The | ocal speaker MJUST determ ne the i medi ate next-hop address from
the NEXT_HOP attribute of the selected route (see Section 5.1.3). If

either the i medi ate next hop or the | GP cost to the NEXT_HOP (where

the NEXT_HOP is resolved through an | GP route) changes, Phase 2 Route
Sel ection MJUST be perforned again.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 9.1.2,p 77,
BGPPLUS-31.4 | Phase 2: Route Selection

MUST Phase 2: Route Sel ection . . .

The | ocal speaker MJST determ ne the i medi ate next-hop address from
the NEXT_HOP attribute of the selected route (see Section 5.1.3). If

either the i medi ate next hop or the I GP cost to the NEXT_HOP (where

the NEXT_HOP is resolved through an | GP route) changes, Phase 2 Route
Sel ection MUST be perforned again.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release
2.0.2

Release
3.0.3

Release
4.0

Release
5.0.1

Release
6.0.3

Release
7.0.1

Release
7.1

Release
7.3

Release
7.5

Release
8.0

Release
8.2.2

ANVL-
BGPPLUS-31.5

SHOULD

RFC 4271, Sect. 9.1.2, p 78,
Phase 2: Route Selection

Phase 2: Route Sel ection
Unresol vabl e routes SHALL be renoved fromthe Loc-RI B and the routing

t abl e.

However ,

the Adj-RIBs-1n (in case they becone resol vabl e).

correspondi ng unresol vabl e routes SHOULD be kept

in

FreeBSD

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD 10.3:

FreeBSD FreeBSD FreeBSD untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE

BGPPLUS-32.1 | RFC 4271, Sect. 9.1.2.1, p 78,

Route Resolvability Condition
RFC 4271, Sect. 9.1.2.1, p 78-79,

ST Route Resolvability Condition

Rout e Resol vability Condition

1. Aroute Rtel, referencing only the internedi ate network

address, is considered resolvable if the Routing Table contains at
| east one resolvable route Rte2 that matches Rtel"s internediate
network address and is not recursively resolved (directly or indi-
rectly) through Rtel.

Mitual | y recursive routes (routes resolving each other or thensel ves),
also fail the resolvability check.

It is also inmportant that inplenmentati ons do not consider feasible
routes that would becone unresolvable if they were installed in the
Routing Table even if their NEXT_HOPs are resol vabl e using the cur-
rent contents of the Routing Table (an exanpl e of such routes would
be mutual ly recursive routes).

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.1.2.2, p 77-78,

BGPPLUS-33.1 | Breaking Ties (Phase 2)

MUST Breaking Ties (Phase 2) ) _

a) Renove from consideration all routes which are not tied for
having the small est nunmber of AS nunbers present in their AS_PATH
attributes. Note, that when counting this number, an AS _SET counts
as 1, no matter how nmany ASs are in the set.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 9.1.2.2, p 77-78,
BGPPLUS-33.2 | Breaking Ties (Phase 2)

MUST Br eaki ng Ti es (Phase 2)
b) Renove from consideration all routes which are not tied for
having the lowest Oigin nunber in their Oigin attribute.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.1.2.2, p 78,

BGPPLUS-33.3 | Breaking Ties (Phase 2)

MUST Breaki ng Ti es (Phase 2)
Rout es whi ch do not have the MULTI_EXI T_DI SC attri bute are consi dered
to have the | owest possible MITI _EXI T_DI SC val ue.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 9.1.2.2, p 79,
BGPPLUS-33.4 | Breaking Ties (Phase 2)

MUST Breaki ng Ti es (Phase 2)
d) If at least one of the candidate routes was received via EBGP,
renove fromconsideration all routes which were received via | BGP.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.1.2.2,p 79,

BGPPLUS-33.5 | Breaking Ties (Phase 2)

MUST Breaking Ties (Phase 2) _ )

e) Renopve from consideration any routes with |ess-preferred inte-
rior cost. The interior cost of a route is determi ned by cal cu-

lating the nmetric to the NEXT_HOP for the route using the Routing

Tabl e.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 9.1.2.2, p 79,
BGPPLUS-33.6 | Breaking Ties (Phase 2)

MUST Br eaki ng Ti es (Phase 2)

f) Renpve from consideration all routes other than the route that
was advertised by the BGP speaker whose BGP ldentifier has the

| onwest val ue.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.1.2.2,p 79,

BGPPLUS-33.7 | Breaking Ties (Phase 2)

MUST Breaki ng Ti es (Phase 2)
g) Prefer the route received fromthe | owest peer address.

FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- RFC 4271, Sect. 9.1.4, p 81,
BGPPLUS-34.1 | Overlapping Routes
SHOULD Over | appi ng Rout es
If a nore specific route is later withdrawn, the set of destinations
described by the overlap will still be reachable using the |ess

speci fic route.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.1.4, p 81,
BGPPLUS-34.2 | Overlapping Routes
MUST Over | appi ng Rout es
If both a less and a nore specific route are accepted, then the
Deci si on Process MJST install both the |less and the nore specific
routes if it does not aggregate the two routes.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 9.1.4, p 81

BGPPLUS-34.3

MUST

Overlapping Routes

FreeBSD 12.0:
untested

Over | appi ng Routes
In particular,

FreeBSD 12.0:
untested

MUST NOT be de-aggregat ed

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

a route that carries ATOM C_AGGREGATE attri bute

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.2, p 81,

BGPPLUS-35.1 | Update-Send Process

MUST Updat e- Send Process _ )

When a BGP speaker receives an UPDATE nessage from an internal peer,
the receiving BGP speaker SHALL NOT re-distribute the routing
information contained in that UPDATE nessage to other internal peers

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 9.2.1.1, p 83,
BGPPLUS-36.1 | Frequency of Route Advertisement,

MUST Frequency of Route Advertisenent

If newroutes are selected multiple tinmes while awaiting the
expiration of M nRouteAdvertisenentlnterval, the last route sel ected
SHALL be advertised at the end of M nRouteAdvertisenentlnterval.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 15.04: Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass L el U< lel Ll L eelel 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested i i i untested untested untested

unpredict 12.0: pass unpredict unpredict
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested

12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL-
BGPPLUS-37.1

MUST

RFC 4271, Sect. 9.2.1.2, p 83
Frequency of Route Origination
RFC 4271, Sect. 10, p 88

BGP Timers

Frequency of Route Origination

The paraneter M nASOrigi nationlnterval Ti ner determ nes the m ni num
anount of tine that must el apse between successive advertisenments of
UPDATE nessages that report changes within the advertising BGP

speaker"s own aut ononpus systens.
The suggested default value for the M nASOri gi nati onl nterval Ti ner-
Ti mer on EBGP4 Connections is 30 seconds.

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:

untested untested

FreeBSD 10.3: FreeBSD 10.3:

FreeBSD 12.2: FreeBSD 12.2:

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.2.1.2, p 83

BGPPLUS-37.2 | Frequency of Route Origination
RFC 4271, Sect. 10, p 88

MUST BGP Timers

Frequency of Route Origination

The paraneter M nASOrigi nationlnterval Ti ner determ nes the m ni num
anount of tine that must el apse between successive advertisenments of
UPDATE nessages that report changes within the advertising BGP
speaker"s own aut ononpus systens.

The suggested default value for the M nASOri gi nati onl nterval Ti ner-
Timer on I BGP4 Connections is 5 seconds.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested . .
12.2: pass 12.2: pass

ANVL- RFC 4271, Sect. 9.2.2.2, p 84,
BGPPLUS-38.1 | Aggregating Routing Information

SHOULD Aggregating Routing |Information
Rout es that have different MULTI _EXIT DI SC attri bute SHALL NOT be
aggr egat ed

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.2.2.2, p 84,

BGPPLUS-38.2 | Aggregating Routing Information

SHOULD Aggregating Routing Information ' o
If the aggregated route has an AS_SET as the first elenent in its

AS_PATH attribute, then the router that originates the route SHOULD
NOT advertise the MULTI_EXIT_DI SC attribute with this route.

FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- RFC 4271, 9.2.2.2, p 84,

BGPPLUS-38.3 | Aggregating Routing Information

MUST Aggregating Routing |Information
When aggregating routes that have different NEXT_HOP attri bute,

the NEXT_HOP attribute of the aggregated route SHALL identify
an interface on the BGP speaker that perforns the aggregation.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass | 12.2:pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.2.2.2, p 85,

BGPPLUS-38.4 | Aggregating Routing Information,

MUST Aggregating Routing |Information

If at least one route anong routes that are aggregated has ORIG N
with the val ue | NCOWPLETE, then the aggregated route rmust have the
ORIG N attribute with the val ue | NCOWLETE.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 9.2.2.2, p 85,

BGPPLUS-38.5 | Aggregating Routing Information,

MUST Aggregating Routing |Information

If at least one route anong routes that are aggregated has ORIG@ N with
the value EGP, then the aggregated route nust have the ORIGA N
attribute with the val ue EGP.

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL-
BGPPLUS-38.6

RFC 4271, Sect. 9.2.2.2, p 85,
Aggregating Routing Information

Aggregating Routing |Information

BGPPLUS-38.7

Aggregating Routing Information

MUST . . .
If routes to be aggregated have identical AS_PATH attri butes,
then the aggregated route has the same AS PATH attribute as
each individual route.
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- RFC 4271, Sect. 9.2.2.2, p 85,

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

MUST

FreeBSD 12.0:
untested

- all
appear in all
aggr egat ed.

FreeBSD 12.0:
untested

Aggregating Routing | nformation
tuples of type AS SEQUENCE in the aggregated AS PATH SHALL
of the AS PATH in the initial

FreeBSD 12.0:
untested

untested

FreeBSD 12.0:

set of

routes to be

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:

untested

FreeBSD 12.2:
untested

untested

untested

FreeBSD 10.3:

FreeBSD 12.2:

untested

untested

FreeBSD 10.3:

FreeBSD 12.2:

untested

untested

FreeBSD 10.3:

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

untested

FreeBSD 12.0:

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

FreeBSD 12.0:

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL-
BGPPLUS-38.8

RFC 4271, Sect. 9.2.2.2, p 85,
Aggregating Routing Information

Aggregating Routing |Information

MUST .
- all tuples of type AS SET in the aggregated AS_PATH SHALL
appear in at |east one of the AS PATH in the initial set
(they nay appear as either AS SET or AS_SEQUENCE types).
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- RFC 4271, Sect. 9.2.2.2, p 85,

BGPPLUS-38.9 | Aggregating Routing Information

Aggregating Routing |Information

- for any tuple X of type AS SEQUENCE in the aggregated AS_PATH
whi ch precedes tuple Y in the aggregated AS_PATH, X

precedes Y in each AS PATH in the initial
Y, regardl ess of the type of Y.

MUST

set which contains

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- NEGATIVE
BGPPLUS- RFC 4271, Sect. 9.2.2.2, p 85,
38.10 Aggregating Routing Information
MUST Aggregating Routing Information
- No tuple of type AS SET with the sanme val ue SHALL appear
nore than once in the aggregated AS_PATH.
An inpl enentation may choose any al gorithm which conforns to
these rules. At a mininmuma confornant inplenentation SHALL be
able to performthe following algorithmthat nmeets all of the
above conditions:
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, Sect. 9.2.2.2, p 86,
BGPPLUS- Aggregating Routing Information,
38.11 ) ) .
Aggregating Routing |Information
SHOULD If at |least one of the routes to be aggregated has ATOM C_AGGREGATE
path attribute, then the aggregated route shall have this attribute as
wel | .
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. 9.2.2.2, p 86,
BGPPLUS- Aggregating Routing Information
38.12 ] . .
Aggregating Routing |Information
MUST Any AGCREGATOR attributes fromthe routes to be aggregated MJIST
NOT be included in the aggregated route. The BGP speaker per-
form ng the route aggregation MAY attach a new AGGREGATOR
attribute (see Section 5.1.7).
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- RFC 4271, 9.3, p 86,

BGPPLUS-39.1 | Route Selection Criteria

MUST Route Selection Criteria _

- If the local AS appears in the AS path of the new route being
consi dered, then that new route can not be viewed as better than
any other route (provided that the speaker is configured to accept
such routes). If such a route were ever used, a routing |oop could

result.
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- RFC 4271, Sect. Appendix - F.1, p 91,

BGPPLUS-40.1 | Multiple Networks Per Message,

SHOULD Miul tiple Networks per Message
The BGP protocol allows nultiple address prefixes with the sane
Path attributes to be specified in one nmessage

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested

12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested ) )
12.2: pass 12.2: pass

ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS-41.1 | UPDATE message error handling

MUST Revi sed Update Message Error Handling According To Draft

If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MUST be reset to the correct value. The UPDATE
message MUST continue to be processed.

(This test checks for mandatory well-known attributes, Optional Bit
and External Peer)

FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:

FreeBSD 12.0:

FreeBSD 12.0:

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:

untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
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UPDATE message error handling

28
a project by the Network Device Education Foundation, Inc (www.NetDEF.org) ‘4
Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS-41.2 | UPDATE message error handling
MUST Revi sed Update Message Error Handling According To Draft
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
message MJST continue to be processed.
(This test checks for mandatory well-known attributes, Optional Bit
and Internal Peer)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”

Revi sed Update Message Error Handling According To Draft
If any attribute has Attribute Flags that conflict with the

Attribute Type Code,

Attribute Fl ags MIUST be reset to the correct val ue.
message MUST continue to be processed.
(This test checks for mandatory well-known attri butes,
Peer)

and External

FreeBSD 12.0:

FreeBSD 12.0:

FreeBSD 12.0:

then the error SHOULD be | ogged, and the

The UPDATE

Transitional Bit

FreeBSD 12.0:

untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

untested

untested

FreeBSD 10.3:

FreeBSD 12.2:

untested

untested

FreeBSD 10.3:

FreeBSD 12.2:

untested

untested

untested

FreeBSD 10.3:

FreeBSD 12.0:

FreeBSD 12.2:

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”

BGPPLUS-41.4 | UPDATE message error handling

MUST Revi sed Update Message Error Handling According To Draft

If any attribute has Attribute Flags that conflict with the

Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
message MJST continue to be processed.

(This test checks for mandatory well-known attributes, Transitional Bit
and Internal Peer)

untested untested untested

FreeBSD 12.0: FreeBSD 12.0:

FreeBSD 12.0: FreeBSD 12.0:

FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:

untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested

FreeBSD 10.3:

untested

untested

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

untested

FreeBSD 12.0:

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

FreeBSD 12.0:

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS-41.5 | UPDATE message error handling
MUST Revi sed Update Message Error Handling According To Draft
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
message MJST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for mandatory well-known attributes, Partial Bit
and External Peer)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”

BGPPLUS-41.6 | UPDATE message error handling

MUST Revi sed Update Message Error Handling According To Draft

If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
message MJST continue to be processed.

(This test checks for mandatory well-known attributes, Partial
and Internal Peer)

Bi t

FreeBSD 10.3: FreeBSD 10.3:
untested untested

FreeBSD 12.0: FreeBSD 12.0:

FreeBSD 12.0: FreeBSD 12.0:

untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested

untested

untested

FreeBSD 10.3:

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

untested

FreeBSD 12.0:

FreeBSD 12.2:

FreeBSD 10.3:

untested

untested

FreeBSD 12.0:

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS-41.7 | UPDATE message error handling
MUST Revi sed Update Message Error Handling According To Draft
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
message MJST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for MJULTI _EXIT_DI SC
(optional non-transitive) attribute and for Optional Bit)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS-41.8 | UPDATE message error handling
MUST Revi sed Update Message Error Handling According To Draft
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
message MJST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for MJULTI _EXIT_DI SC
(optional non-transitive) attribute and for transitive Bit)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS-41.9 | UPDATE message error handling
MUST Revi sed Update Message Error Handling According To Draft
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
message MJST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for MJULTI _EXIT_DI SC
(optional non-transitive) attribute and for Partial Bit)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.10
Revi sed Update Message Error Handling According To Draft
MUST If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
nmessage MJUST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for ATOM C AGGREGATE
(well known discretionary) attribute and for Optional Bit)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.11
Revi sed Update Message Error Handling According To Draft
MUST If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE

nmessage MJUST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for ATOM C AGGREGATE

(wel'l known discretionary) attribute and for Transitive Bit)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD
12.2: pass

FreeBSD
12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.12
Revi sed Update Message Error Handling According To Draft
MUST If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE
nmessage MJUST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for ATOM C AGGREGATE
(wel'l known discretionary) attribute and for Partial Bit)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.13
Revi sed Update Message Error Handling According To Draft
MUST If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged, and the
Attribute Flags MIUST be reset to the correct value. The UPDATE

nmessage MJUST continue to be processed.
(NOTE: This test only checks for Processing
This test checks for AGGREGATOR

(optional transitive) attribute and for Optional Bit)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD
12.2: pass

FreeBSD
12.2: pass
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handl i ng of the cases described in Section 6.3 of [RFC4271]

t hat

specify a session reset and involve any of the follow ng attributes:
ORIA N, AS PATH, NEXT _HOP, MULTI _EXI T DI SC, and LOCAL_PREF.
(Note: This test checks by sending incorrect Iength for MULTI_EXI T_DI SC

%
Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.14
Revi sed Update Message Error Handling According To Draft
MUST The approach of "treat-as-w thdraw' MJST be used for the error
handl i ng of the cases described in Section 6.3 of [RFC4271] that
specify a session reset and involve any of the follow ng attributes:
ORIG N, AS_PATH, NEXT_HOP, MJLTI _EXI T_DI SC, and LOCAL_PREF.
(Note: This test checks by sending incorrect length for ORIGN
attribute)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FI'EEBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification"
BGPPLUS- UPDATE message error handling
41.15
Revi sed Update Message Error Handling According To Draft
MUST The approach of "treat-as-w thdraw' MJST be used for the error

attribute)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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handl i ng of the cases described in Section 6.3 of [RFC4271]

t hat

specify a session reset and involve any of the follow ng attributes:

ATOM C_AGGREGATE and AGGREGATCR.

%
Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.16
Revi sed Update Message Error Handling According To Draft
MUST The approach of "treat-as-w thdraw' MJST be used for the error
handl i ng of the cases described in Section 6.3 of [RFC4271] that
specify a session reset and involve any of the follow ng attributes:
ORIG N, AS_PATH, NEXT_HOP, MJLTI _EXI T_DI SC, and LOCAL_PREF.
(Note: This test checks by sending incorrect |length for LOCAL_PREF
attribute)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FI'EEBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification"
BGPPLUS- UPDATE message error handling
41.17
Revi sed Update Message Error Handling According To Draft
MUST The approach of "attribute discard" MJIST be used for the error

(Note: This test checks by sending incorrect |ength for ATOM C_AGGREGATE
attribute)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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handl i ng of the cases described in Section 6.3 of [RFC4271]

t hat

specify a session reset and involve any of the follow ng attributes:
ORI G N, AS_PATH, NEXT_HOP, MJLTI _EXI T_DI SC, and LOCAL_PREF.

(This test checks for well-known mandatory attributes m ssing. For

EBGP)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.18
Revi sed Update Message Error Handling According To Draft
MUST The approach of "treat-as-w thdraw' MJST be used for the error
handl i ng of the cases described in Section 6.3 of [RFC4271] that
specify a session reset and involve any of the follow ng attributes:
ORIG N, AS_PATH, NEXT_HOP, MJLTI _EXI T_DI SC, and LOCAL_PREF.
(This test checks for well-known mandatory attributes m ssing. For |BGP)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification"
BGPPLUS- UPDATE message error handling
41.19
Revi sed Update Message Error Handling According To Draft
MUST The approach of "treat-as-w thdraw' MJST be used for the error

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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handl i ng of the cases described in Section 6.3 of [RFC4271]

t hat

specify a session reset and involve any of the follow ng attributes:
ORI G N, AS_PATH, NEXT_HOP, MJLTI _EXI T_DI SC, and LOCAL_PREF.
(NOTE: AS_PATH attribute is syntactically incorrect)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.20
Revi sed Update Message Error Handling According To Draft
MUST The approach of "treat-as-w thdraw' MJST be used for the error
handl i ng of the cases described in Section 6.3 of [RFC4271] that
specify a session reset and involve any of the follow ng attributes:
ORIG N, AS_PATH, NEXT_HOP, MJLTI _EXI T_DI SC, and LOCAL_PREF.
(NOTE: ORIA N attribute has an undefined val ue)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification"
BGPPLUS- UPDATE message error handling
41.21
Revi sed Update Message Error Handling According To Draft
MUST The approach of "treat-as-w thdraw' MJST be used for the error

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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FreeBSD 12.0:
untested

(This test checks for

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

the occurrences of the attribute other than the first one SHALL be
di scarded and the UPDATE nessage continue to be processed.
EBGP)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 5.1 Page 6 " AGGREGATOR"
BGPPLUS- - . ]
41.22 Revi sed Update Message Error Handling According To Draft
The AGGREGATOR attribute SHALL be considered mal forned if any of the
MUST foll owi ng applies:
Its length is not 6 (when the "4-octet AS nunber capability" is
not advertised to, or not received fromthe peer [RFC4893]).
Its length is not 8 (when the "4-octet AS nunber capability" is
both advertised to, and received fromthe peer).
An UPDATE nessage with a mal forned AGCGREGATOR attribute SHALL be
handl ed using the approach of "attribute discard".
NOTE: I n this test "length is not 6"
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.23
Revi sed Update Message Error Handling According To Draft
MUST If an attribute appears nore than once in an UPDATE nessage, then all

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.2:
untested

FreeBSD 10.3:
untested

FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested

FreeBSD 10.3:
untested
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be used.

sane approach (either "treat-as-withdraw' or "attribute discard") is
specified for the handling of these nmalfornmed attri butes,
speci fi ed approach MUST be used. Ctherwi se "treat-as-wthdraw' MJST

then the

(NOTE: ORIA@ N and AS_PATH attribute field nmal formed and Same approach
specified for both the nalforned attributes i.e "treat as wi thdraw')

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification”
BGPPLUS- UPDATE message error handling
41.24 . : ;
Revi sed Update Message Error Handling According To Draft
MUST If an attribute appears nore than once in an UPDATE nessage, then all
the occurrences of the attribute other than the first one SHALL be
di scarded and the UPDATE nessage continue to be processed.
(This test checks for |BGP)
FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2:
untested untested untested untested untested untested untested untested untested
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification"
BGPPLUS- UPDATE message error handling
41.25 ) . .
Revi sed Update Message Error Handling According To Draft
MUST When nul tiple mal formed attributes exist in an UPDATE nessage, if the

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 4 " Revision to Base Specification”
BGPPLUS-
41.26 Revi sed Update Message Error Handling According To Draft
When multiple malformed attributes exist in an UPDATE nessage, if the
MUST same approach (either "treat-as-withdraw' or "attribute discard") is

specified for the handling of these malformed attributes, then the
speci fi ed approach MUST be used. Otherw se "treat-as-w thdraw' MJST

be used.

(NOTE: ORIGA N, AS PATH and AGGREGATOR attribute field mal formed and Sanme approach
the mal forned attributes i.e "treat as withdraw')

not specified for all

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL-
BGPPLUS-
41.27

SHOULD

draft-ietf-idr-error-handling-01.txt Section 4 Page 5 "Operational Considerations"

Revi sed Update Message Error Handling According To Draft

When a nmalformed attribute is indeed detected over

an | BGP session, we RECOMMEND that routes with the

mal fornmed attribute be identified and traced back to the

ingress router in the network where the routes were sourced

or received externally, and then a filter be applied on the ingress
router to prevent the routes from being sourced or received.

This will help maintain routing consistency in the network.

(NOTE: ORIG N, AS PATH attribute field malfornmed
Checking for filter applied or not on ingress router over an | BGP session
route for which malformed attribute received earlier)

to prevent

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:
untested

FreeBSD 10.3:

FreeBSD 10.3:
untested

FreeBSD 10.3:

untested untested

FreeBSD 10.3:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.0:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:

untested

FreeBSD 12.2:

untested

FreeBSD 12.2:

untested

FreeBSD 12.2:

untested

untested

untested

FreeBSD 12.0:

FreeBSD 12.2:

untested

FreeBSD 12.0:

FreeBSD 12.0:
untested
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL-
BGPPLUS-
41.28

MUST

draft-ietf-idr-error-handling-01.txt Section 3 Page 5 "Parsing of NLRI Fields"
UPDATE message error handling

Revi sed Update Message Error Handling According To Draft

To facilitate the determ nation of the NLRI field

in an UPDATE with a nalformed attribute, the MP_REACH

or MP_UNREACH attribute (if present) SHOULD be encoded

as the very first path attribute in an UPDATE as

recommended by [ RFC4760bis]. An inplenentation, however,

MUST still be prepared to receive these fields in any position.
(NOTE: ANVL checks if DUT receive these field in any position

MP_REACH NLRI attribute encoded as |last path attribute in the UPDATE nessage)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL-
BGPPLUS-
41.29

MUST

draft-ietf-idr-error-handling-01.txt Section 3 Page 5 "Parsing of NLRI Fields"
UPDATE message error handling

Revi sed Update Message Error Handling According To Draft

To facilitate the determ nation of the NLRI field

in an UPDATE with a nalformed attribute, the MP_REACH

or MP_UNREACH attribute (if present) SHOULD be encoded

as the very first path attribute in an UPDATE as

recommended by [ RFC4760bis]. An inplenentation, however,

MUST still be prepared to receive these fields in any position.
(NOTE: ANVL checks if DUT receive these field in any position

MP_UNREACH_NLRI

attribute encoded as last path attribute in the UPDATE nessage)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
10.3: pass 10.3: pass 10.3: pass 10.3: pass untested untested untested untested untested untested untested
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD 12.2:
untested

FreeBSD
12.2: pass

FreeBSD
12.2: pass
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OpenSourceRouting

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.03 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
BGPPLUS-42.1 | UPDATE message error handling
SHOULD Updat e Message Error Handling According To New Draft
Atrribute Flag error |og check
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged.
(NOTE: Error Log Checki ng)
(This test checks for mandatory well-known attributes, Optional Bit
and External Peer)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification"
BGPPLUS-42.2 | UPDATE message error handling
SHOULD Updat e Message Error Handling According To New Draft
Atrribute Flag error |og check
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged.
(NOTE: Error Log Checki ng)
(This test checks for mandatory well-known attributes, Optional Bit

and External Peer)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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OpenSourceRouting

ww.NetDEF.org)

Release
7.0.1

Release
6.0.3

Release
5.0.1

Release
4.0

Release
3.0.3

Release
2.0.2

Release
7.1

Release
7.3

Release
7.5

Release
8.0

Release
8.2.2

ANVL-
BGPPLUS-42.3

draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
UPDATE message error handling

Updat e Message Error Handling According To New Draft

SlaloCIS) Atrribute Flag error |og check
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged.
(NOTE: Error Log Checki ng)
(Note : This test checks for nmandatory well-known attributes,
Transitive Bit and Internal Peer)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FFEEBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification"

BGPPLUS-42.4

SHOULD

UPDATE message error handling

Updat e Message Error Handling According To New Draft
Atrribute Flag error |og check

If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged.

(NOTE: Error Log Checki ng)
(Note : This test checks for nmandatory well-known attributes,
Partial Bit and |Internal Peer)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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OpenSourceRouting %y .‘

a project by the Network Device Education Foundation, Inc (www.NetDEF.org) "O
Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2

ANVL-
BGPPLUS-42.5

draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification”
UPDATE message error handling

Updat e Message Error Handling According To New Draft

SlaloCIS) Atrribute Flag error |og check
If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged
(NOTE: Error Log Checki ng)
(Note : This test checks for MILTI_EXIT_DI SC
(optional non-transitive) attribute and for Optional Bit)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass 10.3: pass 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FI'EEBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
ANVL- draft-ietf-idr-error-handling-01.txt Section 2 Page 3 " Revision to Base Specification"

BGPPLUS-42.6

SHOULD

UPDATE message error handling

Updat e Message Error Handling According To New Draft
Atrribute Flag error |og check

If any attribute has Attribute Flags that conflict with the
Attribute Type Code, then the error SHOULD be | ogged

(NOTE: Error Log Checki ng)
(Note : This test checks for ATOM C_AGGREGATE
(vell known discretionary) attribute and for Optional Bit)
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested
12.2: pass 12.2: pass
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Release Release Release Release Release Release Release Release Release Release Release
2.0.2 3.0.3 4.0 5.0.1 6.0.3 7.0.1 7.1 7.3 7.5 8.0 8.2.2
ANVL- draft-ietf-idr-error-handling-01.txt Section 4 Page 6 "Operational Considerations"

BGPPLUS-42.7 | UPDATE message error handling

MUST Updat e Message Error Handling According To New Draft

Atrribute Flag error |og check

Because of these potential issues, a BGP speaker MJST provide
debugging facilities to permt issues caused by a nmalforned attribute
to be diagnosed. At a nmininum such facilities MJST include |ogging an
error listing the NLRI involved, and containing the entire malforned
UPDATE nessage when such an attribute is detected.

(Note : This test checks sending Wong Attribute flags conflicting with
Attribute type Code for well-known

madatory attribute, and error lists NLR invol ved)

FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3: FreeBSD 10.3:
untested untested untested untested untested untested untested
10.3: pass | 10.3:pass | 10.3: pass 10.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass | 16.04: pass
FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 12.0: FreeBSD 12.0: FreeBSD 12.0:
untested untested untested untested untested untested untested
12.0: pass 12.0: pass 12.0: pass 12.0: pass
FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD 12.2: FreeBSD FreeBSD
untested untested untested untested untested untested untested untested untested

12.2: pass 12.2: pass
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